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Problem Statement

The NATO STO Allied M&S as a Service Framework lacks an
Integrated analytic framework capable of supporting concept
development and analysis of possible alternatives and trade-
space analysis in procurement decisions.”

*(Specialist Team MSG-131 2015, 3-1) _
»,
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Hypothesis

A NATO MSaasS instance, integrated with an analytic
environment, is suitable to support trade-space analysis by
measuring the robustness of military systems.

Goal 1: Extend a NATO MSaaS Goal 2: Execute a simple trade-
framework with an analytic space analysis using an existing
environment. NATO MSaaS scenario.
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Significance of Study

The Iinherently scalable and interoperable nature of MSaaS

and cloud native approaches have direct implications on the
requirements analysis, architecture design, and analysis of

alternatives steps of the Systems Engineering Life Cycle.
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‘ Study Questions (1/2)

s What are the challenges with integrating an MSaaS instance with an
analytic environment?

s What information model supports communication between the MSaaS
models, simulations, data stores, and analytic tools to support trade-
space analyses.

= How could integrating MSaaS with an analytic environment support
trade-space analysis?

s What are the benefits and risks of this approach?
m What are the limitations of this approach?
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Methodology pafacs

» sysML Diagrams
* Helm Charts

* Model and Simulation

V specifications V V

* Solution architecture and » Analytic tools and compute

Select MSaaS interfaces Build a cloud native resources Connect the MSaa$S and
Instantiation analytic environment analytic environment

+ Defined application
programming interfaces
(APIs)

V « MSaaS model inputs for DOE V V

* Developed workflows to execute the Artifacts
analysis * Results of the
Develop a trade Execute the DOE, notional trade space
space DOE present results
* Design alternatives
Select MSaaS Build a cloud native Connect the MSaaS and Execute the DOE,

Develop a trade space DOE present results

Instantiation analytic environment analytic environment
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Methodology Traceability

Select Build a cloud native | Connect the MSaaS and | Develop a trade space Execute the
MSaaS analytic environment | analytic environment DOE, present
Instance results

What are the challenges

with integrating a MSaaS
instance with an analytic
environment?

What information model
supports communication
between the MSaaS
models, simulations, and
data stores and analytic
tools to support trade-
space analyses

How could integrating
MSaaS with an analytic
environment support
trade-space analysis?

What are the benefits and
risks of this?

What are the limitations
of this?
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Select an MSaaSs Instantiation

Multi Domain Operations Sim

This chart deploys a
It includes a military movement model, and etwork model. Once deployed, the simulations
run in parallel until all of the runs are complete. It support defining a design point with a number of iterations.

RANCHER

m Research instance
o Active developers (responsive changes and flexibility to experiment)

m EXisting model and simulation components

Select MSaaS Build a cloud native Connect the MSaaS and Devel trad DOE Execute the DOE,
Instantiation analytic environment analytic environment evelop a trade space present results
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Integrating With Existing NATO Work

m The NATO MSG-164 has built their information model
using UML’s Use Case diagrams and Activity Diagrams.

m In order to build on their existing work, | took their
diagrams and extended them to include the roles and
functions required by an analytic environment.

Systems Engineering Master’s Thesis Option



Modified MSaaS Use Case Diagram

‘ MSaas Implementation |
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AN e N e Administrator
Simulation User — —
Key:
—— Existing NATO Work
—— New Work

ep.jhu.edu

Systems Engineering Master’s Thesis Option



New “Analvze Simulation” Use Case

s With Integrator

o Select and integrate
analytic services =2
analytic objectives

o Supply and register
new analytic services

m With Operator
o Browse compositions
s Conduct analysis

and monitor
analytics

Select Analytic
Sernvice(s)

Supply Analytic
Configuration

Adjudicate Supplied
Analytics

ep.jhu.edu

Systems Engineering Master’s Thesis Option



‘ Sequence Diagrams

UC-4-1 Select Analytic Service(s) UC-4-2 Browse Compositions

\meg‘ralol Ana‘\yst MSaaSI Portal Simus anm‘ Operator Anal\\,s\ MSaa$ Portal Applicatons aepasu:rT Sernices UC_4_3 Connect to an Al‘la|ytlc SEI’VICE
l L 1

et J

-5-1 Supply Analytic Resource Metadata
UC-5-2 Supply Analylic Reseurce
UC-3-2 Browse Service Metadata

|" Trigger: Simulation Event scheduled
| with analytic objectives

Analyst Analytic Services M&S Services Service Management and Control Services  Simulation Operator
| | |
| | | | |
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| Review existing Compositions
| for relevance/appiicabil
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T T
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Y]

[ |
C-3-4: Upload Compasition | I
List of available Analytic Resources and their metadata: I |
functionality T | Provide access to executing Analytic Services |
%
- integration requirements ! | \ \ |
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sition Cuery |
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| Indentify candidate Analytic Resources to environment URIs, DBMS connection objects, etc

I

I G -

: | — Access includes remote desktops, virtual research
| address the event's analytic objectives. :

Composition detai
‘Analytic Resoun
- tags/lables

Provide data from
M&S Services

Interact with
Analytic Services

loop__J [Until Complete] ]

i
supported data connections
- functicnality
- analytic services

Integrator and Analyst work closely to
select the proper Analylic Resources
to address ihe analytic objeclives and
integrate with selected M&S Services.

Answer Analytic
Objectives/Questions
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UC-3-3 Develop Composition
UC-3-4 Upload Composition

m Sequence Diagrams show the actors and interactions
within use cases.

m Further contribution to NATO STO MSaaS efforts.

Start Composition ‘
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‘ Build a Cloud Native Analytic Environment

Applicable Reference Architecture Implemented Architecture

Type: DBMS

MongoDB PostgreSQL

Architectural Building Block Types

MSaaS Simulation

Architectural Pattern Types

Select MSaaS Build a cloud native Connect the MSaaS and Devel trad DOE Execute the DOE,
Instantiation analytic environment analytic environment evelop a trade space present results

ep.jhu.edu

Systems Engineering Master’s Thesis Option



‘ Implementation

Deployed Analytic

A deployment of analysis results for a set of

simulation runs.

1) Tightly bound ABBs built
as Software Containers

Studio
R 2) Build 3) Store 4) Integrate
R
. podman .=k, iy
Container d’ HELM
2 b |d Name / Which &
0 ul Versiontag ~ docker How M
mongo
@
Container Source code available at:
: Helm Chart; https://github.com/nkester/JHU-Thesis-Helm-Chart
Container Container: https://qgithub.com/nkester/JHU-Thesis-RStudio-Container
Select MSaaS Build a cloud native Connect the MSaaS and Execute the DOE,
Instantiation analytic environment | analytic environment Develop a trade space DOE present results
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https://github.com/nkester/JHU-Thesis-Helm-Chart
https://github.com/nkester/JHU-Thesis-RStudio-Container

‘ Connect the MSaaS and Analytic Environment

Multi Domain Operations Sim

on of multi-domain
a mi V nent model, a sensor model, a

run in parallel until all of the runs plete. It support de

MongoDB PostgreSQL

Select MSaaS
Instantiation

Build a cloud native
analytic environment

Connect the MSaa$S and

Execute the DOE,
analytic environment

present results

Develop a trade space DOE
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‘ Connect the MSaaS and Analytic Environment

Multi Domain Operations Sim

imulati f multi-domain
d, the simulations

run in parallel until all of the runs are complete. It support defining a d N po ber of iterations.

MongoDB PostgreSQL

M docker build

Connect the MSaa$S and
analytic environment

Build a cloud native
analytic environment

Execute the DOE,
present results

Develop a trade space DOE

Select MSaaS
Instantiation
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‘ Connect the MSaaS and Analytic Environment

Multi Domain Operations Sim

This chart deploys a )
It includ military movement mod sensor m Once deployed, the simulations

run in parallel until all of the runs plete. It support defining a design point with a number of iterations.

(2 podman

M docker ?g}f build

Connect the MSaa$S and
analytic environment

MongoDB PostgreSQL

e non Select MSaaS
Instantiation
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Build a cloud native
analytic environment

Execute the DOE,
present results

Develop a trade space DOE
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‘ Connect the MSaaS and Analytic Environment

Multi Domain Operations Sim

on of multi-domain
a military nent model, a sensor model, a
run in parallel until all of the runs plete. It support de

. mongo

MongoDB PostgreSQL

Select MSaaS
Instantiation

Connect the MSaa$S and
analytic environment

Build a cloud native
analytic environment

Execute the DOE,
present results

Develop a trade space DOE
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‘ Connect the MSaaS and Analytic Environment

Multi Domain Operations Sim

imulati f multi-domain

y d, the simulations
run in parallel until all of the runs are complete. It support defining a d N po ber of iterations.

MongoDB PostgreSQL

Select MSaaS
Instantiation

Connect the MSaa$S and
analytic environment

Build a cloud native
analytic environment

Execute the DOE,
present results

Develop a trade space DOE
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‘ Connect the MSaaS and Analytic Environment

a’{_a . - Multi Domain Operations Sim

\nput d

This chart deploys a )
It includ military movement mod sensor m Once deployed, the simulations
run in parallel until all of the runs plete. It support defining a design point with a number of iterations.

. mongo

Run Data

) mongo
aws S’

RANCHER

MongoDB PostgreSQL

Simulation
Compos

Select MSaaS
Instantiation

Connect the MSaa$S and
analytic environment

Build a cloud native
analytic environment

Execute the DOE,
present results

Develop a trade space DOE
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‘ Connect the MSaaS and Analytic Environment

\npu\_ data . Multi Domain Operations Sim

. mongo

Run Data

Raw Data Structured/Tidy Data

O monge Studio

aws ﬂ" R o \éerstior;
RANCHER

MongoDB PostgreSQL

Simulation

Select MSaaS
Instantiation

Build a cloud native
analytic environment

Connect the MSaa$S and
analytic environment

Execute the DOE,
present results

Develop a trade space DOE
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Challenges Integrating MSaasS with an Analytic Env

m Interaction between the Analyst and Integrator Is important.

o Described in the information model.

o Data structures and formats produced by the MSaaS composition Is
unique.

o Documentation, integration, and customization of simulation outputs is
Important and iterative.

Key:
Goal 1: Extend NATO MSaaS with an Analytic Environment

Goal 2: Execute a simple trade-space analysis
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Develop a Trade Space DoE
Operational Requirements SyStemS Engineering

Design Alternatives / Operational Delivered
Oppgrtunities < > Capability //OC/FOC

>

V4
°
Validated /\0 OT&E

>

Scope of this research:
« Trade Space Analysis

Solution %
S
* M&S to support: —— (R <

. « Stakeholder S
* Requirements g:?i:ii:ie:nnents Design (=) Product/ A /DT&E |1, Transition
AnaIyS|S - Requirements ' x:lr'%?;zg o
i i Analysis . :
* Architecture Design — Ml e X ; fogsion
* Analysis of Design System I
Alternatives Tectiical Management Processes
. * Decision Analysis * Requirements Management  « Technical Data Management
Allows SySte ms En gineers an d » Technical Planning « Risk Management « Interface Management
+» Technical Assessment « Configuration Management
Analysts to explore more — — :
: : Enables a balanced approach for delivering capability to the warfighter
designs and alternatives
Select MSaaS | Build a cloud native _| Connect the MSaa$S and ‘I | d o I _| Execute the DOE,
Instantiation | analytic environment | analytic environment 'I DEVEID B IERE SR DO I | present results
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Design of Experiments Structure

What this is not:
* Not intended to describe a complex DoE or draw meaningful conclusions as to which sensor type is best.

What this is:

* Intended to demonstrate the utility and suitability of this approach to conducting trade-space analysis.

« Performance data is generated using real models and simulations, running with true terrain data, but
notional sensors.

3
Experiment #1 + +
Experiment # 2 ; _ A Unaided Human Eyes
Experiment # 3 + ] B Night Vision
Experiment # 4 - + C Thermal
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‘ Experiment Design

ExperimentS' Environmental Conditions Design Points
Run T|me
Clear Daylight Clear
- Clear Moonless Night - Hazy 3 3 8
+ Clear Daylight - Hazy 3 3 8 A2
- Clear Moonless Night + Clear 3 3 8 A3

>
S

99)
= N |-

w

Systems under test

Sensor Package Day Sight Night Sight

WASP 1 "vehicle passenger" "eyes" "eyes"
“ WASP 1 "vehicle commander" "binoculars” "nvg"

WASP 1 "uav sights" "heloDaySight"  "hunterFLIR"

QOO |
w(N Nlw
OO0 00T www>» > >
R ow NP DMONDMPEDAODNPR

O
N
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Execute the DoE and Present Results

Analysis Environment MSaaS Analysis Environment

Execute
DESIaN | ¢ ctem | Experiment Experiment 1

Prep Inputs

Analyze
Outputs

>
-

Present
Results

0O000DDNOD> > >
L I L I T S

A, B, and C are system
configurations under test Future Work (Out of Scope)

1,2, 3,and 4 are

conditions
Execute

Present Experiment 1 Deiermine

next X

: Experiments
X

L] —
Select MSaaS i i Connect the MSaaS and Devel rad iy
Instantiation ic envi analytic environment evelop a trade space
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LOS - ACQ by Experiment and System

Difference between a sensor's LOS and ACQ records by time step

m Orientation
o Columns = Expr

1: Day/Clear 2: Might'Hazy 3: Day/Hazy 4: Might/Clear

; o Row = System
g 1 A: Eyes/Eyes S a Y — O! LOS - ACQ
I, B i | ystem
g A: EyesiEyes s Take Aw aysS
8 5 _ ¢ L o Sys C consistently
g . i, i shows Diff = 0 across
g v —ie —te BERONG expriments. Conclude
& T LELs « 1:Daylciear Sys C is more robust.*
% 3 - a 2 MightHazy I
£ . > Doyt m Anomalies
E 1 C: HeloDay/FLIR + 4 Nontclear Q ACQ > LOS

—rr Y — - = Likely acquisition by

! L T v T L L L L] L N v T ) L L mUItIpIe Sensors On a

8 P P PP P o P PP P o F PP PSS Veh|C|e.
me (s a Experiment 4 shows no
change??

Source Code: https://aithub.com/nkester/modSim

* Statistical significance not tested
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CONCLUSION
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The “Why”

m Problem

o The NATO STO Allied M&S as a Service Framework lacks an
iIntegrated analytic framework capable of supporting concept
development and analysis of possible alternatives in
procurement decisions.

m Hypothesis

o A NATO MSaas instance, integrated with an analytic
environment, Is suitable to support trade-space analysis by
measuring the robustness of military systems.
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‘ The “So”

s Goal 1: Extend a NATO MSaaS framework with an analytic environment.

RStudio

Analysis Environment LUSEER] Analysis Environment

Analyst

Connectto an
Analytc Senice

Execute
Experiment 1 s

_ . 2 Analyze
Prep Inputs Outputs

Select Analytic Browse.
Service(s) Compostions

Integrator ‘Simulation Operator

Supply analytc Monitr deployed
(a5 2 Service) analytic

Supply Analytic
Metadata
‘Adudicats Suppied
Analytcs

Integrator

s Goal 2: Execute a simple trade-space analysis using an existing NATO
MSaa$S scenario.

SyStemS Englneerlng y 1: Day/Clear 2 ngi:lHaZy 3: DayHazy 4: NightClear

MongoDB PostgreSQL

+  Aand B are system
configurations under test Preselnt
X, Y, and Z are conditions Results

Supply Analytic
Configuration
nformation

Future Work (Out of Scope)

Present results

MSaa$S Simulation
Composition

! 3 :
% . Delivered ocroc 2 e s s :
Need - o= A S8 .
g ‘ .| , — - — "*". A:EyesEyes System
} % 1 SIEE - * AEyesEyes
B 8 3 * B BInos/NVG
=7 .
=, i 3 i 1 C: HeloDay/FLIR .
g ! T —t A _t t B:BInosNVG
2, = i ¥ Experiment
+ Stakeholder - o 1:DayiClear
Requirements. 2 . & 2:NightHazy
E . + 1 '& = 3:DayMazy
e 2 i X
+ Integration 2. ™y oy e R + 4:NghtClear
* Implementation = . A .= EE— ‘*-'f‘— loDay/
Technical Management Processes 1 i
+ Requirements Management - Technical Data Management o S PP F PP P o PP <
* Risk Management * Interface Management time (s)
+ Configuration Management "

Enables a balanced approach for delivering capability to the warfighter
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The “So What”
Hypothesis:

m Successfully integrated a cloud
based analytic environment with a

NATO MSaas instance. ANATO MSaas instance,

N integrated with an analytic environment,
s Demonstrated the ability to execute

trade-space analyses using MSaaS
and the analytic environment. by measuring the robustness of military
systems.

IS suitable to support trade-space analysis

m Described how the scalability and
modularity of MSaaS makes it
suitable for this type of application.
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Potential Conferences and Journals:
1)  INFORMS Journal on Computing

Applicable Areas: 1) Modeling: Methods
and Analysis, 2) Simulation, 3) Software

Tools
2) Journal of Defense Modeling and
Simulation

3) Military Operations Research Journal
4 |EEE Systems Journal

55  NATO M&S as a Service Lecture
Series

QUESTIONS

ep.jhu.edu

Systems Engineering Master’s Thesis Option



